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2. Revisions to the Instructional Design graduate certificate program – CEHP 

 

3. Addition of a Mod/Sim Behavioral Cybersecurity graduate certificate - CGS 
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Program Recommendation Form

This form is to be used to revise, add, suspend, or delete degree programs, tracks, or certificate programs. If there are 
changes to a program and the changes will affect the program tracks also, one form may be used for both the program 
and the track.  
 
PLEASE NOTE: The deadline for new tracks or certificates is February 1 of each year. Any proposal for new tracks or certificates received after this date will not be included in 
the next year’s catalog.  Revisions to existing programs, tracks, or certificates are due by March 15. Any proposals for revisions received after that date will not be included in 
the next year’s catalog.  Please include catalog copy (description, curriculum, contact information, application requirements, and application deadlines). For revisions – attach 
the catalog copy showing changes (use Track Changes in Word).

 
College/Unit(s) Submitting Proposal:  �  

Proposed Effective Term/Year:  �

Unit(s) Housing Program:  �

Name of program, track and/or certificate:  �

Brief description of program (this description will show up in the graduate catalog copy): Do not add complete catalog copy here.

DELIVERY - Will program be delivered:        Face to face        Completely online        Mixed delivery

Will program be a market tuition rate program?        Yes        No

Admissions deadlines: (Please specify if you have a different deadline for the track than for the program?)

  �

Application requirements: (Please specify if you have different application requirements for the track than for the program? Will you admit directly to the track?)

  �

Program Director(s) and contact information: (name, email, phone, campus address, program website address)

  �

  �

  �

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112

 COLLEGE OF GRADUATE STUDIES 

VP09 Rev. 08/25/2014 01:50 PM

skalish
Text Box
*In order to offer this GC as soon as possible, we are first developing all courses as Face to Face.  In the future, we hope to develop newer iterations of these courses in mixed or online modalities, but the timeline for doing so is still unknown.
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Please check one: this action affects a:     Program	     Track	     Certificate

Please check one: this action is a(n):  

  Addition. Please proceed to Part A.	

  Revision.  If a revision applies to multiple tracks, please list them here and then proceed to Part A:

  �

   Inactivation

   Temporary Suspension of Admissions. Give Length of Suspension: 

  �

Temporary suspension of admissions: The program will be removed from the online application. A notation will be entered in the graduate catalog indicating the length of the 
suspension of admissions. Currently enrolled students will not experience any issues with continued enrollment.

Inactivation: Admissions will be suspended for new students and the program will be removed from the online application. Students active in the program are eligible to com-
plete the program under the appropriate criteria and an appropriate teach-out plan is required. The program will be removed from the catalog as of the approved term.

If you checked inactivation or you are temporarily suspending admissions, please go to Part B and complete it. 

Page 2 of UCF Program Recommendation Form

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112
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Signature Page
  �

Recommend Approval (all approval levels must be signed) 

Department Chair  (Print)   	   (Signature)  	   Date  �

College Academic (Print)  	   (Signature)  	   Date  �  
Standards 

College Dean         (Print)  	   (Signature)  	   Date  �

Graduate Council  (Print)     (Signature)  	   Date  �

Graduate Dean      (Print)     (Signature)  	   Date  �

Approval

Provost and Vice President for Academic Affairs:     Date   	   

Distribution: After approval is received from the Provost, distribution will be to:

Department(s); College; Registrar; Associate Registrar; Institutional Research; Academic Services; Faculty Senate; 
University Analysis and Planning Support; College of Graduate Studies

 

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112

Page 3 of UCF Program Recommendation Form
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Part A – For additions or revisions of programs, tracks or certificates
Brief statement of rationale:  (Please indicate the rationale, how it affects the unit and faculty teaching in and students enrolled in the program, track or certificate.)

For Revisions:
Brief listing of Program Changes: (Please indicate the changes in bullet format. If there are changes to the credit hours of the program, required courses or other require-
ments, please state those changes. Remember to attach the catalog copy showing changes, using Track Changes in Word.)

Will students be moved from an existing program, track, or certificate into this new program, track, or certificate?

   Yes         No 

If yes, state the name of the program or track where students are currently enrolled and provide a list of students if possible:

  �

Will students have the option to stay in their existing program, track, or certificate?    Yes      No

Name Change

Are you changing the name of an existing program, track, or certificate?    Yes      No

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112

Page 4 of UCF Program Recommendation Form
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If yes, provide the new name of the program, track, or certificate:

  �

Provide the name of the current program, track, or certificate:

  �

When is the name change effective? Please note: A name change will apply to the record of all students who are currently enrolled, readmitted or newly admitted into this 
program as of the effective date of this change.

  �

Will students have the option to stay in their existing program, track, or certificate?    Yes        No

  �

If you are requesting a CIP Code change for an existing program, track, or certificate, please provide:

old CIP:

  �

new CIP:

  �

If a name change is your only revision, stop here. Otherwise, complete the rest of Part A.

Part A - Continued

Specify the faculty who will participate in the program, track or certificate and their credentials to do so: (List faculty and a brief paragraph of their credentials.)

Impact of changes on students: Will current students be impacted by the addition or revision of a program, track or certificate? If so, how?

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112

Page 5 of UCF Program Recommendation Form



»» Page 6 of 7

If applicable, provide a written agreement (email is fine) from all involved units that they are in support of, will provide courses to, or will participate in the program, track, or 
certificate. Please attach the correspondence and also list the units here.

If an addition, provide a statement of who is likely to enroll and why. Please state if there is licensure or certification that depends upon this education, etc. Also, complete the 
following table.

Year 1 Year 2 Year 3

Headcount

SCHs

If an addition, indicate likely career or student outcomes upon completion: (What will students do? What will their job titles be?)

Part A - Continued

If an addition or there are substantial REVISIONS to existing tracks or certificates, please complete the following table on financial support: (Specify all forms of support – 
assistantships, fellowships, and tuition remission.)  

No. assistantship 
students

Source of funds No. fellowship 
students (specify fel-
lowship)

No. tuition remissions Source of funds

Year 1

Year 2

Year 3

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112

Page 6 of UCF Program Recommendation Form
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Checklist of items to be provided:

  Electronic graduate catalog copy for additions; track changes included if there are revisions. (required)

  Attach all appropriate course action requests that will be necessary to implement the changes. (required)

  Emails showing consultation with other units. (if applicable)

  If an addition, list of 1-3 students and 1-3 faculty for profiles in the graduate catalog (provide email address so Graduate Studies can contact them 	          
to write profiles and take photos). You may provide draft copy of profiles if you wish.

  If an addition, what disciplines does this program, track or certificate belong to? What other UCF graduate programs, tracks, or certificates are 		           
related to it? This information will be used to provide additional links for prospective students to search in the online graduate catalog.
 
Part B – For inactivations or suspensions of programs, tracks, or certificates

Are students currently enrolled in the program?    Yes      No

If yes, number of current students:

  �

Please specify the intended time period of inactivation or suspension:

  �

Provide rationale for the inactivation or suspension:

If program, track, or certificate is being inactivated or suspended, then attach a “teach out” plan for all current students specifying how they can finish the program or where 
students will be placed if moving to another program. The “teach out” plan should specify when courses will be offered to enable students to finish. Specify whether students will 
remain in the existing program to finish, and if so, when the completion date will be, whether students will be moved to another program, etc. Please provide a list of students 
where applicable.

Sample teach out plan: Enter the terms and courses that will be taught for each term throughout the last semester. Please delete course prefixes and numbers in this sec-
tion if no teach out plan is required.

Fall 2012 Spring 2013 Summer 2013 Fall 2013 Spring 2014

Checklist of items to be provided:

  Attach all appropriate course action requests that will be necessary to implement the changes. (required)

  E-mails showing consultation with other units. (if applicable)

UCF College of Graduate Studies - P.O. Box 160112, Orlando FL 32816-0112

Page 7 of UCF Program Recommendation Form



Modeling and Simulation of Behavioral 
Cybersecurity G.C. 
Curriculum Overview (13hrs total) 

1) IDS 5XXX Cybersecurity: A Multidisciplinary Approach (3hrs) --- Fall Semester  
• Modeling and simulation fundamentals as applied to cybersecurity including operating 

system installation and administration for hardware, network architectures, layers, 
protocols, and configurations.  Serves as an introduction to IDS 6XXX Behavioral Aspects 
of Cybersecurity with topics such as business continuity planning and security 
management, and an introduction to CIS 6XXXL Cyber Operations Lab by providing 
background information relating to attack, defense, and cyber weakness at a high level. 
 

2) IDS 6XXX Behavioral Aspects of Cybersecurity (3hrs) --- Spring Semester  
• Focus on human, social, and behavioral issues related to cybersecurity including 

organizational management techniques, motives for cyber crimes, risk and threat 
analysis, and ethics and legal issues.  Top modeling and simulation techniques and some 
relevant psychological issues including human systems integration and human computer 
interaction will be applied as they relate to securing data, computers, and the networks 
on which these reside. 

• Prerequisite: IDS 5XXX Cybersecurity: A Multidisciplinary Approach 
 

3) CIS 6XXXL Cyber Operations Lab (3hrs) --- Summer Semester  
• Hands-on approach to learning programming, software, and hardware components for 

the cybersecurity operations as related to topics such as system administration, 
firewalls, cyber attack, cyber defense, physical security, operations security, and 
establishing secure architectures at the network and computer level. 

• Prerequisite: IDS 5XXX Cybersecurity: A Multidisciplinary Approach 
 

4) IDS 6XXX Emerging Cyber Issues (1hr) --- Summer Semester  
• Discuss emerging topics in cybersecurity by examining current events and coordinating 

guest speakers from expert leaders in industry.  Identify a topic and required resources 
to complete a multi-disciplinary Modeling & Simulation capstone project.  Develop 
annotated topical outline for Modeling & Simulation capstone report 
 

5) IDS 6916 Simulation Research Methods and Practicum (3hrs) – Fall Semester  
• Interdisciplinary teams of students conduct fundamental and applied research on 

contemporary issues in modeling, simulation, and training.  Cybersecurity certificate 
students will be required to product projects relating to cybersecurity and behavioral 
aspects of cybersecurity. 

skalish
Callout
Course development and offering will be through the CS division of CECS.  They are routing this course proposal through their divisional and college committees, and will submit for Graduate Council review ASAP.



Proposed Graduate Catalog Copy 
 

 
Modeling and Simulation of Behavioral Cybersecurity Certificate  
 

College : Graduate Studies Degree :CRT 

Department : Option : N/A 

Program Websites : http://www.ist.ucf.edu/grad/index.html 

TRACK DESCRIPTION 

The Graduate Certificate in Modeling and Simulation of Behavioral Cybersecurity provides students with an 
interdisciplinary modeling and simulation approach to cybersecurity with a particular emphasis on the 
behavioral aspects of cybersecurity and cyber operations. This graduate certificate is beneficial to individuals 
who have an interest in interdisciplinary studies and problem solving for modeling, simulation, and behavioral 
aspects of cybersecurity.   

CURRICULUM 

Total Credit Hours Required: 

13 Credit Hours Minimum beyond the Bachelor's Degree 

Students must complete a total of 16 credit hours in courses in the required competency areas of Modeling and 
Simulation Fundamentals, Testing and Evaluation, and Modeling Techniques and Applications. 

Required Courses—13 Credit Hours 

• IDS 5XXX Cybersecurity: A Multidisciplinary Approach (3 credit hours) (Fall) 
• IDS 6XXX Behavioral Aspects of Cybersecurity (3 credit hours) (Spring) 
• CIS 6XXXL Cyber Operations Lab (3 credit hours) (Summer) 
• IDS 6XXX Emerging Cyber Issues (1 credit hour) (Summer) 
• IDS 6916 Simulation Research Methods and Practicum (3 credit hours) (Fall) 

APPLICATION REQUIREMENTS 

For information on general UCF graduate admissions requirements that apply to all prospective students, 
please visit the Admissions section of the Graduate Catalog. Applicants must apply online. All requested 
materials must be submitted by the established deadline. 

http://www.graduate.ucf.edu/
http://www.ist.ucf.edu/grad/index.html


In addition to the general UCF graduate application requirements, applicants to this program must 
provide: 

• One official transcript (in a sealed envelope) from each college/university attended 
• Résumé or Curriculum Vitae 

Application Deadlines 

In State *Fall 
Priority Fall Spring Summer 

Domestic Applicants - Jul 15  - 
International Applicants - - - - 
International Transfer 

Applicants - - - - 

 
Contact INFO 

Graduate Program 
 
J. Peter Kincaid PhD 
pkincaid@ist.ucf.edu 
Telephone: 407-882-1330 
Partnership 2 Bldg 131E    
 
Sabrina Kalish MA 
sabrina.kalish@ucf.edu 
Telephone: 407-882-1407 
Partnership 2 Building, Room 131D   

Graduate Admissions 
 
Laura Czerkies 
gradadmissions@ucf.edu 
Telephone: 407-823-2766 
Millican Hall 230    
Online Application  
Graduate Admissions 
 
Mailing Address 
UCF College of Graduate Studies 
Millican Hall 230 
PO Box 160112 
Orlando, FL  32816-0112 
 
Institution Codes 
GRE: 5233 
GMAT: RZT-HT-58 
TOEFL: 5233 
ETS PPI: 5233 

  

http://www.students.graduate.ucf.edu/CurrentGradCatalog/content/Admissions/
mailto:pkincaid@ist.ucf.edu
mailto:sabrina.kalish@ucf.edu
mailto:gradadmissions@ucf.edu
https://www.students.graduate.ucf.edu/gradonlineapp/
http://www.admissions.graduate.ucf.edu/
http://campusmap.ucf.edu/flash/index.php
http://campusmap.ucf.edu/flash/index.php
http://campusmap.ucf.edu/flash/index.php?select=b_1
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Sabrina Kalish

From: Sabrina Kalish
Sent: Tuesday, September 16, 2014 11:52 AM
To: Charles Reilly
Cc: Ross Hinkle; Kincaid, Peter (pkincaid@ist.ucf.edu); wiegand@ist.ucf.edu
Subject: Modeling and Simulation of Behavioral Cybersecurity
Attachments: GCoverview.docx

Chuck, 
 
It’s been a while, and I’d like to follow‐up with you since we last met together in Ross Hinkle’s office about a certificate 
proposal in the area of behavioral aspects of cybersecurity. 
 
We’ve continued to work on the curriculum and are preparing to submit for Graduate Council review very 
shortly.  However, we have the remaining action item of coordinating with related graduate programs to agree on 
accepting the full M&S for Behavioral Cybersecurity GC into their existing master’s degree programs if a GC graduate 
wishes to continue towards a UCF master’s degree.  The GC is being proposed as 13 credit hours total – the curriculum 
overview is attached for your review. 
 
We’d like your help with identifying potential partnering programs and initiating the conversation with them so that 
they know there is support from CGS and internally from CECS as well.  If I recall correctly, we previously identified 
Digital Forensics MS, Computer Science MS, and Computer Engineering MS as possible collaborators.  Are there any 
others? 
 
And, can you confirm if/when you’ve made contact with the department heads and/or program directors?  Once I have 
confirmation, I can follow‐up and send them a formal e‐mail to request their partnership and attach to our proposal. 
 
Thank you, 
Sabrina 
 
Sabrina Kalish, M.A. 
Coordinator, Modeling & Simulation Graduate Program 
University of Central Florida 
Phone: (407) 882‐1407 
Mailcode: 0544 
www.ist.ucf.edu/grad   
 

 
  

Join our networks!           
Search “UCF Modeling & Simulation Graduate Program” on Facebook and Linked In 
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	undefined: College of Graduate Studies
	CollegeUnits Submitting Proposal: Fall 2015
	Proposed Effective TermYear: Modeling and Simulation Graduate Program
	Name of program track andor certificate: Graduate Certificate in Modeling and Simulation of Behavioral Cybersecurity
	Brief description of program this description will show up in the graduate catalog copy Do not add complete catalog copy here: The Graduate Certificate in Modeling and Simulation of Behavioral Cybersecurity provides students with an interdisciplinary modeling and simulation approach to cybersecurity with a particular emphasis on the behavioral aspects of cybersecurity and cyber operations.
	Radio Button1: 1
	Market Rate: 2
	Admissions deadlines Please specify if you have a different deadline for the track than for the program: Fall: July 15 (same as UCF deadline)
	Application requirements Please specify if you have different application requirements for the track than for the program Will you admit directly to the track: (1) Academic transcripts showing an earned Bachelor's degree, and (2) Resume or Curriculum Vitae
	Program Directors and contact information name email phone campus address program website address 1: J. Peter Kincaid, Ph.D., Graduate Research Professor
	Program Directors and contact information name email phone campus address program website address 2: R. Paul Wiegand, Ph.D., Assistant Research Professor
	Program Directors and contact information name email phone campus address program website address 3: modsim@ucf.edu; 407-882-1407; Partnership II Building, Suite 131; www.ist.ucf.edu/grad.html 
	Radio Button2: 3
	Radio Button3: Yes
	Revision  If a revision applies to multiple tracks please list them here and then proceed to Part A: 
	Radio Button4: Off
	Temporary Suspension of Admissions Give Length of Suspension: 
	Date: 9/16/2014
	Date_2: 
	Date_3: 
	Date_4: 
	Date_5: 
	Date_6: 
	Brief statement of rationale  Please indicate the rationale how it affects the unit and faculty teaching in and students enrolled in the program track or certificate: The State of Florida is looking to develop a center for excellence in Cybersecurity, and we believe that UCF could be the first to offer graduate instruction in this topic from an interdisciplinary perspective.  While UCF currently has very respectable graduate programs that can address the hardware and software aspects of cybersecurity, it is extremely important to make this available to those who seek an interdisciplinary graduate education and pair this knowledge with that of the human, social, and behavioral aspects that are involved in cyber issues such as organizational management techniques, motives for cyber crimes, risk and threat analysis, ethics, and legal issues.  

This proposed graduate certificate seeks to address this need initially for the State of Florida, and subsequently for other government, military agencies, defense contractors, and private sector companies.

The M&S program is well positioned to implement such a program given its success in collaborating with interdisciplinary faculty for highly innovative curricula.
	ments please state those changes Remember to attach the catalog copy showing changes using Track Changes in Word: 
	Will students be moved from an existing program track or certificate into this new program track or certificate: No_6
	Text2: 
	Will students have the option to stay in their existing program track or certificate: Off
	Are you changing the name of an existing program track or certificate: Off
	New name: 
	Current Name: 
	When is the name change effective: 
	Will students have the option to stay in their existing program track or certificate_2: Off
	old CIP: 
	new CIP: 
	Specify the faculty who will participate in the program track or certificate and their credentials to do so List faculty and a brief paragraph of their credentials: J. Peter Kincaid, Ph.D.; Graduate Research Professor, Institute for Simulation and Training

R. Paul Wiegand, Ph.D.; Assistant Research Professor, Institute for Simulation and Training

Thomas Nedorost, Ed.D.; Instructor, College of Engineering and Computer Science , 
     Faculty Advisor for Hack@UCF: Collegiate Cyber Defense Club @ UCF (2-time Winners 
     of the Raytheon National Collegiate Cyber Defense Competition)
	Impact of changes on students Will current students be impacted by the addition or revision of a program track or certificate If so how: There will be no direct impact of the new certificate on current UCF students.  In fact, this will be another certificate option for all current UCF students whose interests lie in the interdisciplinary area of modeling and simulation for behavioral aspects of cybersecurity.  

Current UCF students who pursue this certificate in route to their established degree programs will hopefully be able to apply these courses as electives towards their degree requirements.
	certificate Please attach the correspondence and also list the units here: The proposed certificate does not directly compete or conflict with other UCF graduate programs.  

We have begun collaborating with Dr. Charles Reilly to identify appropriate CECS graduate programs that could likely accept the GC curriculum in their MS programs if GC graduate wish to remain at UCF and pursue a master's program.  Responses will be submitted for Graduate Council review as they are received.
	following table: This interdisciplinary curriculum is designed to attract individuals from many different backgrounds and varying levels of professional experience (including those who have not yet entered the workforce after completing an undergraduate degree).  

In order to offer an interdisciplinary program and truly attract people from different backgrounds, we do not have any prerequisite courses.  The first course in our sequence is designed to prepare students for the remaining curriculum requirements.  

We believe that UCF already has a strong pool of interest from the 200+ undergraduate students involved in the UCF Collegiate Cyber Defense Club.  Beyond that, we believe that there would be interest from employees of local government and industry partners. 
	Year 1Headcount: Fall 2015: Expect to admit 20
	Year 2Headcount: 40: 20 (FA15) + 20 (FA16)
	Year 3Headcount: 40: 20 (FA16) + 20 (FA17)
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	If an addition indicate likely career or student outcomes upon completion What will students do What will their job titles be: Upon completion of this graduate certificate, students will be able to contribute to cybersecurity departments of private organizations, government contractors, and DoD agencies.  A typical job title could be Cyber Intelligence Analyst.
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	Source of fundsYear 1: N/A
	No fellowship students specify fel lowshipYear 1: N/A
	No tuition remissionsYear 1: N/A
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	Electronic graduate catalog copy for additions track changes included if there are revisions required: On
	Attach all appropriate course action requests that will be necessary to implement the changes required: On
	Emails showing consultation with other units if applicable: On
	If an addition list of 13 students and 13 faculty for profiles in the graduate catalog provide email address so Graduate Studies can contact them: Off
	If an addition what disciplines does this program track or certificate belong to What other UCF graduate programs tracks or certificates are: Off
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